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Actors & Targets - 2015
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Why and how do they do it?
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Can you ignore it – regulation &
reputation?
A combination of high-profile breaches, increased state and federal statutes and
guidance and continued efforts to educate brokers and potential insureds may
drive premium revenue to $2.75 billion by the end of 2015 and perhaps $7.5
billion by 2020, they predict. Tracy Dolin, Standard & Poor's Ratings Services
analyst, estimated the market could reach $10 billion by 2025.
Source: Bloomberg

Cyber Essentials
“Dear CEO” – August 2015
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“Principles for Effective
Cyber Security”

Facts & Figures – What’s Happening?
“Cybercrime is big business—a trillion dollars a year”
University of West Florida

“A UK Government survey estimated that in 2014 81% of
large corporations and 60% of small businesses suffered
a cyber breach. The average cost of a cyber-security
breach is £600k-£1.15m for large businesses and £65k115k for SMEs”
Lloyd’s of London

“40 percent of large
enterprises will have formal
plans to address aggressive
cybersecurity business
disruption attacks by 2018”
Gartner
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“We estimate that the likely annual cost to the
global economy from cybercrime is more than $400
Billion”
McAfee

“In the modern world it is a matter of when, rather
than if, your organisation will be forced to deal with
a cyber attack. 70 per cent of firms have suffered a
“significant” breach in the last year”
Business Reporter

What can you do about it?
The Big Six Risks:
1) Disgruntled employees
2) Careless or uninformed
employees
3) Mobile devices (BYOD)
4) Cloud applications
5) Unpatched or unpatchable
devices
It’s all about people and communication
supported by common sense and good practice
Michael Harris
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6) Third party service providers
Source: www.cio.co.uk

